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This document describes the proposed computing hiodethe initial phase of operation of the
European XFEL (EuXFEL) facility. In recognition tthie overlap and interdependence of online data
acquisition (DAQ) and offline data management (DMyth online and offline handling will be
reviewed. The DAQ scope covers the control and aeadystems in the photon beam lines,
experimental hutches, laser and computing roomthenexperimental hall, and interaction with the
electron machine control system. It does not ineloffice computing requirements. The DM scope
covers offline systems downstream of the DAQ rezliifior secure on-site data storage and analysis,
and remote access to the data. Specific DAQ andHakware and software solutions and the IT
services required, e.g. networking, access corgtol, by both are described. The scale, manpomeer a
financial cost of the system based on the currederstanding of EUXFEL operation are estimated.
The understanding of EuXFEL operation will evohantnuously and will require modification of this
note. This version of the DAQ and DM computing TDR is fo public use and Appendix B, which
contains cost, manpower and time line estimates, Bdeen removed.
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1 How this note is organized

The content of individual chapters and appendisesummarized below. EuXFEL users who do not
have time to read the entire document should réspter 9.

Chapter 1, How this note is organized
This chapter!

Chapter 2, Overview of EUXFEL environment
This chapter gives a brief overview of EUXFEL maehparameters, naming conventions for
tunnels, and the anticipated beam to experimess@asociation.

Chapter 3, Control and readout devices
This chapter provides an overview of the differphbton beam line detector and instruments
types that have to be controlled and readout. Eta sizes described are used in the experiment
requirements chapter.

Chapter 4, Experiment requirements
This chapter contains showcase studies of expeti&®Q and DM requirements. The yearly
anticipated data volumes and estimated instantanbandwidths are used in the total cost
estimates derived in Appendix B.

Chapter 5, Data acquisition architecture
This chapter defines the architecture to be usedllyetectors and instruments in the DAQ. The
2D pixel detector DAQ and control system is desdilas a showcase, but it is representative of
all detector classes discussed in chapter 3.

Chapter 6, DAQ software
This chapter outlines the software implementatiovisaged for the DAQ systems. The principle
thrust of this development is to implement the omnkayer using standard IDE development
tools and recent software developments.

Chapter 7, Data management overview
This chapter reviews the storage, analysis andvaodt requirements placed on the DM system.
These include file formats, software managementl aathentication, authorization and
accounting schemes. Initial concepts for data geemd analysis are described as well as listing
data management policy rules for interacting wlid data.

Chapter 8, Data management architecture
This chapter defines the architecture to be usedldta storage and offline analysis which take
into account the DM requirements defined in chapter

Chapter 9, Summary
This chapter contains a summary of the note contdnth should be useful to EuXFEL users
who want to get an idea of what will be provided.

Chapter 10, Glossary
This chapter contains a list of used acronyms hacktmeanings.

Chapter 11, Acknowledgements
This chapter acknowledges those who have contudotéhe note.

Chapter 12, References
This chapter contains a list of references to oitfermation sources.



Appendix A, DAQ and control infrastructure
This chapter contains information plans for netwakd room usage in the tunnels and
experimental hall. It is useful to get a spatiatlerstanding of where various systems will be
placed.

Appendix B, EUXFEL DM and DAQ cost, time and mangowstimates
This chapter provides detailed information regagdinsting, time lines and manpower estimates.
This appendix will not be made available on the webt should be requested if required.



2 Overview of EuXFEL environment

This section reviews those features of EUXFEL whacé relevant to the computing model design:
photon bunch delivery characteristics, building &nmthel naming conventions, lists of devices, etc.

2.1 Photon beam delivery parameters

The nominal electron bunch timing pattern produeedEuXFEL is shown in Figure 1. The data
acquisition systems being designed are requirdthtmle two frequencies, the 5SMHz bunch rate and
the 10Hz train rate. The number of bunches pen,t2000, is driven by the 606 RF flat top of the
superconducting cavities.
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Figure 1 Bunch and train timing at EUXFEL

The beam distribution scheme is shown in Figur@t electron bunch train is split into two, by a
flattop kicker magnet, and deflected into SASE1 SAGE2 beam lines. A fast kicker is used to dump
single bunches during the 2O flattop field transition period. The two electrsains generate photon
bunches in undulators (blue) and are then deflectiedadditional beam lines with undulators, where
the electron bunches are reused to create additm@on bunch beam lines. With the chosen
distribution scheme five photon beam lines canuppked with photon bunches concurrently.
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Figure 2 Beam distribution at EUXFEL

The pulse pattern seen by detectors fed by SASEBSASE3 are identical, as are those in the SASE2,
Ul and U2. The initial train splitting and finaleetron beam dump absorption limitations mean that
<1500 photon bunches are seen per beam line. Ttexmpaf filled bunches, see Figure 1, in a train ca
be modified by firing the fast kicker. Reprogrammihe electron gun to produce empty bunches is not
likely as this can introduce instabilities intodmoperation.

The train repetition rate can be changed withinrdrege 10 thru 30Hz. Increasing the repetition rate
may require reducing the beam energy, or redudieghimber of bunches per train, or a combination
of both. Changing the repetition rate on the flgtvieen consecutive trains, is not possible. The 8MH

bunch repetition rate cannot be changed, but otttes, e.g. 1MHz, can be produced by not creating o
removing bunches.

DAQ relevant EuXFEL parameters are summarized Ivlela.

Parameter Nominal value Range
Train rate 10Hz 10HZ f < 30Hz
Bunch rate 5MHz fixed
Filled bunches/train/beam line ~1500 <1500
Beam lines 5 fixed

Table 1 DAQ relevant EUXFEL parameters

2.2 Beam line and experimental hall naming conventions

The tunnel and building naming convention usedhis document is shown in Figure 3. Tunnel
sections XTD6 thru XTD10 correspond to SASE2 thASE3 in Figure 2, respectively. Tunnels and

buildings associated with XTD20 and higher relata potential upgrade which is not discussed m thi
document.
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Figure 3 Beam line naming convention

Experiment end stations are located in the undargtdevel (UGO1) of building XHEXP1, the floor
plan is shown in Figure 4.
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Figure 4 Plan of experiment stations in XHEXP1



2.3 EuXFEL startup time profile
The building and start up time profile for SASEASE2 and SASE3 beam lines is shown in Figure 5.
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Figure 5 Start up schedule for EUXFEL beam lines

Beam line control system commissioning begins ib22@ith beam operation in 2015. The design and
implementation of the control systems for photoagdostic and detector instruments being built
specifically for EUXFEL has already begun and wdhtinue through prototyping and testing phases
prior to installation.



3 Control and readout devices

The 5MHz photon bunch delivery rate at EUXFEL reggiithe design and implementation of new
detectors and readout systems. Devices in use istingx synchrotron radiation facilities, such as
commercial cameras with single shot readout tiniesfew milli-secs, will not be able to capture mor
than one frame per train at EUXFEL. In this sectiowse devices requiring DAQ control and readout
are listed.

3.1 Beam line optics

Preliminary designs exist for the instrumentatidrtihe EuXFEL photon beam lines. Figure 6 shows
the current implementation of SASEL.
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Figure 6 SASE1 beam line components (2008)

The list of the instruments requiring control aeddout is given Table 2. A more detailed definitidn
beam line optics equipment DAQ and control requéets and solutions is being prepared.

Beam line component Purpose Control and monitoring| Readout data volume
requirements per train (Bytes)
Mirrors Photon distribution position ~0(100)
Differential pumps Vacuum activation ~0(100)
Shutters Photon distribution position ~0(100)
Collimators Beam collimation position ~0(100)
Gas attenuators Intensity control setting ~0(100)

10



Table 2 Beam line control and readout components

Optics device DAQ and control systems are typicaligw systems and will require train timing
synchronization signals and unique markers.

3.2 X-ray photon diagnostics

Photon diagnostic systems are required to assess parameters such as intensity, position, ancgepuls
shape for two major purposes: firstly to monitod aontrol the beam for alignment, steering and FEL
optimization and secondly to provide informatioroabthe photon beam to users as immediate input to
experiments and for later analysis of the acquilad.

The list of photon diagnostic devices expecteddaubed at the EuUXFEL is shown in Table 3. The
estimated data rates are summarized in Table 4.

Device #/ BL Purpose property per pulse train online
XGMD 20r3 E”"”e. monitor for intensity X full (1500) X
eam intensity
PIN Diodes 1 Detec';qr for low intensity X full (1500) -
intensities

i i i position X X

XBPM 4 (twice x | Online monitor for _ full (1500)
andy) | beam geometry profile X X
Quadrant-BPM max. 2 Prob_e with hlg_hest position X full (1500) -
spatial resolution
K- 1 tune undulator spectrum (X) ~1 pulse -
Monochromator P P
Basic: tot.
- X < 30 pulses
(';ACP based 1 find and optimize SASE | €nergy -
Visual: image

Beam Viewer 1-3 alignment image - full -
Photoelectron 1 Meagure_spectrum and spectrum X full (1500) X
Spectrometer polarization
Wavefront Measure spectrum and

1 o spectrum - few pulses X
detector polarization

Table 3 Photon diagnostic devices

The term online is used for non-intrusive devides tan be applied during user runs in paralleh wit
experiments downstream; any intrusive device isetstdod to be retractable or only temporarily
installed; the highest rate assumed is a full purksa with 1500 pulses at 10 Hz repetition rate.
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_ Control Readout data volume
Device . _ ]
requirements per pulse per train per train per BL
XGMD Slow controls: HV, | few byte (raw data | < kB (raw data ?? ) | < kB (raw data ??)
gas pressures ~10kB ?)
XBPM Slow controls: HV, | few byte (raw data | < kB (raw data ??) | < kB (raw data ??)
gas pressures ~10kB ?)
Quadrant-BPM Slow controls: | few byte few byte few byte
voltage / current
Slow controls: HV, | 2 times 12bit | ~2 MB ~2MB
K-Monochromator motors, camera | 1280x1024 at 10Hz
settings
MCP-based detector iggrs oy controls: | Basic: 10byte 1 kB 1kB
' Visual: ~1k x 1k 1MB 1MB
. Slow controls: | VGA type res.|~1MB ~3MB
Beam Viewer motors, camera | 640x480, 8 bit
settings
Photoelectron Slow controls: | t.b.d. t.b.d. t.b.d.
Spectrometer motors, HV
Wavefront detector Slow controls: | today 1279 x 1023 few MB
motors, settings pixels at 15 fps

Photon diagnostic devices require timing signals &ynchronization; triggering and unique

Table 4 Photon diagnostic control and readout requements

identification marking of bunches recorded.

3.3 Experiment detectors

EuXFEL detector development has so far concentmateditiating consortia to develop three 2D-pixel
detectors AGIPD, DSCC and LPD. Additional developteancluding 1D detector and other devices
are to be expected.

The DAQ relevant parameters of the proposed 2Dlpbetectors are listed in Table 5. Common
implementations have been defined for the timingtd and backend readout sub-systems of these

detectors.
Parameter 2D pixel detector consortia
(1Mpixel baseline) AGIPD LPD LSDD
sensor technology silicon silicon silicon - DEPFET
pixel size 200 x 200 uym 500 x 500 ym 200 x 200 ym
sensor topology tile tile tile
single y sensitive yes yes yes
soft x-ray sensitive no no yes
Max. digitizing rate 5 MHz 5 MHz 5 MHz
gain control switched 1 fold 3 fold DEPFET
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dynamic range 0 - 5x10**4 0 -10**5 0 —10**4
ADC bits 12 12 10
pixel data size 2 bytes 2 bytes variable <2 bytes
pipeline technology capacitor capacitor digital
frame pipeline depth <400 512 <1024
Module count 32 32 16
10GE readout links 16 16 16
startup pixel count 1k x 1k 1k x 1k 1k x 1k
startup frame size 2 Mbytes 2 Mbytes 2 Mbytes

Table 5 EUXFEL 2D-pixel detector parameters
The DAQ and control requirements of the 2D detexctwe described in Section 5.5.

3.4 Risks
The following risks exist:

= Design of the beam line vacuum infrastructure asmbaiated control system has not yet started.
In this note assumptions about the network and macastructure requirements of the vacuum
system are derived from discussions with experts.

= |tis assumed that the control systems and assodcgé¢ctronics of all beam line systems will be
commercial off the shelf products.

= Photon diagnostic and experiment instrument desiget conform to the requirements of the
DAQ and control group. It is assumed that workungnkey systems will be installed.
3.5 Conclusions

In this note it is implicitly assumed that the pospd 2D-pixel detectors instruments will place the
largest demands on the DAQ and control systems.
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4 Experiment requirements

The experiments which will initially occupy SASE3ASE?2 and SASE3 beam lines, see Figure 4, are
listed in Table 6.

Beam | Class Experiment

SASE1l| SPB Ultra fast coherent diffraction images of senglarticles, clusters and bip-
molecules, which allow structure determination afgke particles: atomic
clusters, bio-molecules, viruses, cells, etc.

MID Materials imaging and Dynamics, which allowwstture determination of nano-
devices and dynamics at the nanoscale

SASE2| FDE Femtosecond Diffraction Experiments, for timesalved investigation of the
dynamics of solids, liquids and gases.

HED High Energy Density Matter, for investigatiohroatter under extreme conditions
using hard x-ray FEL radiation, e.g. probing depissma

SASE2| SQS Small Quantum Systems, for investigating ateoms, molecules and clusters|in
intense fields and non-linear phenomena.

systems and of non-reproducible biological objesiag soft x-rays.

SCS Soft x-ray Coherent Scattering, which measutetsire and dynamics of nanr-

Table 6 Experiment classes and their beam line albations

The DAQ and DM requirements of showcase experimiantse classes in Table 6 were gathered. This
information is used in this section to estimate Hamdwidths and data volumes which EuXFEL
operation will generate.

The estimates derived can only be considered aghrguidelines to the acquisition, archiving and
analysis requirements which will exist at EUXFELahy unknowns exist: what experiments will
actually take place, how often they will be perfednthe significance of data rejection and reductio
etc. These problems will decrease when precisectetsimulation tools are available and when
experience from similar experiments at LCLS and BHAs known.

4.1 FDE

Femtosecond diffraction experiments on liquid amd ¢prgets typically use continuous flow target
injectors, a pump laser to excite the target ar@Depixel detector to record the diffraction pattern
produced when the x-ray pulse hits the excitedetarg

The data taking profiles anticipated at EuXFELddrquid target experiment is shown in Figure 7aln
five day period, three days are required for expent setup and the remaining two days are used for
data taking. Data taking consists of 30 minutesoplerof acquisition during which 1.8 million images
are recorded, which corresponds to 100 framesaier dt a train delivery rate of 10Hz, followed 3¢
minutes of setup time for the next run. Each runtaims data from a given target and pump-probe
delay.
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The total data volume accumulated in the 2 dayacqfiisition during the 5 day period is 172TBhe
instantaneous rate is 1.95GB/s during acquisitior).98GB/s when averaged of the acquisition shift
period.

Data rejection or compression is not likely to ligngicant as the number of camera pixels hit by
photons will be large, essentially the entire camés the target is continuously supplied all psilse
could be used and no target degradation effectbwiseen.

Setting up shift Data taking shift

. JATETE

T

30 minutes preparation of new target or different time of probe

30 minutes data taking

Figure 7 FDE experiment's data taking profile

It is required that data taken be archived at EUXREe raw data can be deleted when the analysis is
finished.

The analysis profile anticipated is to create agrage image of all data taken during a run and ttaike
data offsite for analysis at the home institutep&weing on whether the averages can be analysed or
whether new analysis tools have to be tested, vieeages may have to be recalculated 2-4 times.
Analysis is completed between 1 month and 12 moathdata taking. The algorithms used are in-
house developments.

4.2 MID

Material imaging and dynamics experiments use fteci®s ranging from x-ray absorption
spectroscopy to large coherence length imagingguaipixel detectors and laser pumping of targets.
Two acquisition modes exist depending on the sasngibdity to survive without damage the incident
photon beam. Radiation hard samples, where theettalgyg. metallic deposits on thin support
membranes and crystal generation in fluids at th&se transition boundary) survives many photon
pulse trains, and soft samples, where the targgt kasses, polymers, etc.) turns quickly intdesma

1172TB = 48(hrs) x 0.5(run factor) x 3600 x 10(ktz)00(frames) x 2(MB)
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requiring frequent sample replacement by movingrget support capillary or membrane. In both cases
the likelihood of hitting the target is high oncdéggament has been performed. MID are likely to use
2D-pixel detectors for imaging.

The data taking profile anticipated for EUXFEL foard and soft targets are shown in Figure 8. The
amount of data taken with soft samples is limited tb the overhead of moving to a new target aad th
probable reduction in the rate of trains and/osesliper train delivered. The amount of data taken b
hard samples could be significantly larger if higleffects are to be seen. Currently it is assurhat t
100 frames per train with ~i@hotons per frame are readout during hard samgtke tking, which
corresponds to 3.6 million images per hour.

Setting up shift Data taking shift

il
— e

oy

Hard:

8 hours datataking = 4x({1hr. Acquisition + 1hr changes)

2 hours background tuning
2 hours beam alignment

Soft:

| data taking = 4 periods of 1hr {= 80x{1train+1min new farget))
2 hours background tuning
2 hours beam alignment

Figure 8 MID experiment's data taking profile

Data compression is likely to be significant fordhaamples generating relatively few pixel hitghe
detector. Data rejection by selecting frames onaghygearance of Bragg peaks during a phase change
might be possible.

The total data volume accumulated for a hard tadyeing the 5 day period is 86TBor 28.7TB
assuming a 30% compression factor. The instantaneate is 1.95GB/s during acquisition, or
0.65GB/s when averaged of the 2 day acquisitionogerThese bandwidths will drop after
compression.

The total data volume accumulated for a soft tadgeing the 5 day period is negligible (~0.1TB) due
to the large overhead of moving the target.

It is required that collected data is archived @aKEEL, the raw data can be deleted when the arsalysi
is finished.

286TB = 12(hrs) x 1.0(run factor) x 3600 x 10(HZ)60(frames) x 2(MB)
16



The analysis profile foresees re-analyses of rata fita six months following data taking. If detecto
understanding were to improve then a later re-amalyf the data would be useful thus the data shoul
not be deleted early.

4.3 SPB

Large area 2D-detectors will be used to image tfieadtion patterns obtained by scattering spatiall
coherent x-ray pulses from various SPB targets. ddwa taking profiles for gas, aligned gas and
droplet target injection and conditioning systerasenbeen estimated. Independent of target type it i
assumed that a measurement period of 9 days isredquf which the first three days are used for
experiment preparation. Due to the relatively Idficency of hitting the target, gas and aligned ga
data taking profiles are characterized by longqakyiof data taking separated by relatively shaogeta
change periods, see Figure 9.

Setting up shifts Data taking shifts (6 days)

-+ > - >
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: / ;’: % ,{_‘é ,":: / ”
A
> ; J . :
\ \ )

o

P

7
A
1
',{‘

27.7 hours data taking

10 minutes target change

Figure 9 Data taking profile for SPB gaseous targst

For droplet targets the efficiency for hitting tfa@get increases so that the data taking periodapget
is relatively short, whereas the change of tangettor preparation time increases, see Figure 10.
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Setting up shifts Data taking shift (6 days)

AMTTRRTRATRRTY

. - - - - - l_‘](_'
i T

12 hours data taking = 12x(8 minutes acquisition + 52 minutes setup)

Figure 10 Data taking profile for SPB droplet targds

Details of the numbers used to derive the above t@d&ing profiles are shown in Table 7.

As the multiplicity of photons generated per imagéow for gaseous targets, ideal data compression
has been assumed as has a noise contribution teqtn& signal size. During the 6 days of acquisitio
the resulting total data volumes generated are BOW&00TB, 2TB, and 0.24TB to 1.2PB, for gas,
aligned gas and droplet targets, respectively. &yming that all images acquired for gaseous trget
where the target was not hit can be rejected bnemetoing or algorithm based rejection the résglt
total data volumes generated go down to 0.2GB2®®, 0.002TB, and 0.24 to 24TB, for gas, aligned

gas and droplet targets, respectively.

Breakdown item Gas gas droplet Droplet aligned gas
Injection rate 0.1 Hz 10 Hz 100 kHz 5 MHz 100 Hz
Hit frames per train 0.01 1 20 1000 1

No hit frames per 999.99 999 980 0 999

train

Hit frame pixel 10to10k | 10to10k| 100kto1M 100k to 1M 1t®10
multiplicity

Average train data 40kB to 40kB to _ N

size 40MB 40MB 2GB 2GB 4kB to 400kB
Frames required for| -, M 100k 100k 10M

1 run analysis

Run time :

acquisition 115 days 27.7 hrs 8.4 min 10 sec 11.6 days
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Target swap time 10 min 10 min 1 hr 1 hr 1 day
Data volume 9 day

) 0.2to 0.2to
shift w/o.bac.kgrounc 200TB 200TB 1.2PB 0.24TB 0.02to 2TB
frame rejection
Data volume 9 day
shift with 0.2to 0.2to
background frame 200GB 200GB 24TB 0.24TB 0.0210 2GB
rejection
220 day annual 0.95 to
volume 250TB 5 to 5000TB 30PB 6TB 0.25t0 25TB
220 day volume with

0.00025to | 0.005 to 0.00025 to

ba_ckground frame 0.25TB 5TB 600TB 6TB 0.025TB
rejection

Table 7 SPB data taking profile details (1000 fram¢rains assumed)

Data analysis will require using sophisticated athms for image reconstruction. The work on these
algorithms has started and initial reconstructiesutts demonstrate their feasibility. The prelimyna
CPU requirements are quite challenging. The recocson of the signal from fOideal (almost
background free) diffraction patterns requires @8UCcores running in parallel for 24 hours. The
required CPU time may increase Iif realistic backgibis included.

4.4 HED

High energy density experiments typically invesiggplasmas, material states or shock wave dynamics,
and require the target to be pumped with high poeygical laser or, perhaps, auto correlated x-ray
beams.

High energy density experiments are currently etqued¢o be relatively undemanding in terms of
readout bandwidths and data volumes generated. i$hikie to the anticipated low rate of laser
pumping and the requirement of injecting, or moviaghew target material between single shots. A
crude estimate of the requirements for such anrempat can be derived by assuming that one pulse of
data per train is acquired with 50% efficiency te@unt for setting up etc. If one additionally asss

a 2MB data payload generated by a streak cameyavibuld generate an instantaneous bandwidth off
the detector head of 20MB/s and an annual 220 d&ywblume of ~400TB.

45 SQS

The SQS end station located on the SASE3 beamdidedicated to the experiments on neutral gas
phase targets ranging from atoms and small molecidelarge bio-molecules, clusters and nano-
particles and experiments with ionic targets ragdimm atomic ions to complex molecules.

In order to optimize the use of EUXFEL beam timedach experimental group, a fixed and versatile
end station is planned. The experimental chambkibeiequipped with various detectors allowing for
both photons and particles detection. It is planoeadstall at least the following detectors:

= a high resolution time-of-flight spectrometer
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= a VMI (velocity map imaging) analyzer
= a Thomson parabola
= aCOLTRIMS set-up
= an advanced 2D-photon pixel detector

A repetition rate as high as possible is desirdilé the actual amount of collected data is gombe
reduced in cases where the coincidence detectibense is applied or when the pump-probe
experiment technique utilizing additional non x-tagers is used. For example if 100kHz laser isl use
for exciting a target then only max. 60 buncheshi& x-ray bunch train can be synchronized to the
pumping laser frequency.

4.6 SCS

The Spectroscopy and Coherent Scattering (SCSumsit is intended for the investigation of atomic
and electronic structure as well as of the dynarmicsoft and hard matter, biological species and
magnetic materials.

Some of the experiment show cases presented iredheer sections like magnetic materials or
biological molecules can also be applied here ay thffer primarily in the utilization of the x-ray
photons with lower energy as supplied by SASE3 bleaen Therefore it is safe to assume that the data
volume for SASE3 experiments (SCS+SQS) should peard to be comparable with data volume for
SASE1 experiment.

4.7 Expected data bandwidths and volumes

The bandwidth of data transferred through andnbegrated volume of data produced are estimated in
this section.

4.7.1 Instrument limitations

The implementation of the Train Builder 2D pixeltelgtor readout electronics, see Section 5.5,
currently limit the number of frames readout peairtrto 512 with full data payload of 2MB per

1Mpixel detector. The lengths of the storage pipelin the three detectors additionally limit the
number of frames which can be acquireg3d.2.

4.7.2 Running time and inefficiencies

The DAQ efficiency is assumed to be 90%, the expent hardware efficiency to be 70%, and
EuXFEL beam delivery efficiency is 70%. These efficies are derived from experience at other
facilities.

The annual beam time, in days per beam line, usétki estimations is shown in Table 8. It is asslme
that EUXFEL beam line is dedicated to experimeints 220 days when fully commissioned and
debugged. The linear turn on profile shown is aabyt and the turn on of SASE2 is assumed to be
accelerated by experience gained with other SASEdmes.

Beam line 2014 2015 2016+

SASE1 55 110 220
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SASE?2 0 110 220
SASE3 55 110 220
Ul 0 0 55
U2 0 0 55

Table 8 Annual EuUXFEL beam time in days

4.7.3 Estimated bandwidths and volumes

The total data volume passing through the DAQ éssilim of beam line component, photon diagnostic
and experiment data rate. The numbers derivedisnséttion are based entirely on the detector data
volumes described in the experiment requirementsiose above. Data generated by the photon
diagnostic and beam line systems are not includetey will contribute significantly less data.

The annual data volumes and the instantaneousrdis off the detector head are summarized in
Table 9. Note that the detector limitations and rine time inefficiencies have been folded into the
results. Additionally where ranges of results exista given experiment type the larger number has
always been used.

Max instantaneous Expected data Expected data
Experiment type Bandwidth (GB/s) off volume per year volume per year (not
the detector (compressed) compressed)
FDE 1.95GB/s 3.4 PB 3.4 PB
MID hard 1.95GB/s 0.6 PB 1.7PB
MID soft - 2TB 2TB
SPB gas 10GB/s 1PB 54 PB
SPB gas aligned 10GB/s 7.6 TB 54 PB
SPB droplet 10GBI/s 6. 6PB 6.6 PB
HED 20MB/s 0.4 PB 0.4 PB

Table 9 Experiment data bandwidths and volumes

The data volumes generated by EuXFEL during the our period, see Table 8 are shown in Table 10.
The largest range results from each experimens @das used to estimate the total volume per beam
line assuming that each class uses half of theadkaibeam time, there are two experiment classes p
beam line. Note that the SASE3 data volumes arwavass to equal those of SASEL.

Beam line 2014 2015 2016+

SASE1 (SPB+MID) 0.6/10 1.3/20 2.8/39
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SASE2 (FDE+HED) . 1.9/1.9 3.8/38
SASE3 (SQS+SCS) 0.6/10 1.3/20 2.8/39
U1 i i ?
u2 - . ?
Total 1.2/20 4.5/31.9 8.8/81.8

Table 10 Estimates of PB data volumes per beam lirdeiring EuXFEL turn on top of

4.7.4 Risks

The experiment requirements derived in this secsioould only be considered as rough guidelines as
many uncertainties exist. Known risks and theieptal effects are itemized below.

= Data taking profile— the total number of frames which must be acquieednsure that a
meaningful analysis can be performed on the datausaally be defined. It is, however, almost
impossible to precisely predict the number of gdoaimes acquired per train as target
inefficiencies, non auto-correlating pumping ratesget survival times in the beam, and target
replacement schemes are currently uncertain. Dprredats in target replacement systems and
non auto-correlating pumping rates could lead ghéi rates at EUXFEL than those described
above.

= Detector limitations— the data volumes derived are generated assummgfuthe three 1
generation 2D-pixel detectors and their readoutesys. The DAQ performances of the 2014
baseline detector designs are similar; 1k x 1kIpiX2MB frames), 200-5Q0n pixels, with
<512 frames per train readout. A move to larger adets, 2k x 2k = 4 fold increase, and an
increase in the frames acquired per train, 51D84XDSSC), should be expected.

= Frame rejection and compressienn the numbers derived for the SPB showcase keest ¢
lossless compression has been assumed, which icgniy decreases the data volumes
generated, this assumption may be incorrect. Aatthly it is has been assumed that noise only
frames cannot easily be rejected by a trigger, EQf, or by an algorithm, both assumptions
may be incorrect.

= Analysis profile — the SPB showcase was the onlpeerment class which delivered
information concerning analysis requirements, lmeinghese are preliminary.

4.7.5 Conclusions

In spite of the uncertainties associated with tkgeement requirements the following conclusions ca
be drawn.

= Bandwidth - the DAQ readout must be capable ofismkhe largest data bandwidth generated
by the cameras used. Currently this is 10GB/s faMpx| detector acquiring 512 frames per
train. The readout must also be scalable to allomidrger detectors, say 4Mpx| rather than
1Mpxl, and handle a potential doubling of the framaequired per train.

= Rejection and compressienthe DAQ architecture design must be flexible eioto allow
rejection and compression at the earliest posstialge, once these factors are understood.
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Data volume — the annual storage requirementsdiomassioned EuXFEL running are ~10PB.
The implementation of the data management systest beucapable of handling this size, and
be seamlessly scalable in the range 5 through 100PB

Rollout — The 10PB EuXFEL storage size can be considered asnsible starting point.
Information from LCLS experiment running and impedvdetector simulations should allow an
improved estimate of this number, and the conchssghould be reviewed in ~2011. Should an
increase in storage size beyond 10PB be requiredtalsuccessful EUXFEL operation; this
would require a second funding phase.

All experiment classes are likely to use the 2D e@s being developed for EUXFEL.
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5 Data acquisition architecture
The data handling design is driven by the followoogcepts:

= handling the large instantaneous data bandwidthergéed by detectors

= use of standard IP network protocols and commehaiedware as early as possible

= data processing with the aim of reducing data geead transfer requirements

= data buffering to decoupling online data taking afftine storage and analysis tasks
= scalability in terms of the number of instrumentsitcolled and data volume produced
= flexibility allowing the use of new technologies

The architecture solution chosen to satisfy theseepts is shown in Figure 11. A detailed schematic
of the architecture is shown in Figure 16. Impletmagna solution with multi horizontal layers andlive
defined interfaces between layers allows developmeork to proceed independently within the
different layers and foresees the possibility oépping entire layers should more suitable solutlmas
developed. Defining vertical slices for each deieet natural and allows partitioning which impreve
data security and interoperability.

control and readout Detector Front End Electronics (FEE)

via custom protocols
over custom links

Detector Front End Interface (FEI)

K

PC layer (PCL)

control and readout
via IP protocols over
switched networks

X

Online Data Cache (DC)

25

Offline Data management (DM)

Figure 11 EuXFEL DAQ architecture
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5.1 DAQ architecture layers

The implementations of the different layers arecdbsd briefly in this section. The proposed AGIPD
2D pixel detector is described as a show case immgation in Section 5.5.

5.1.1 Front End Electronics (FEE)

Front end electronics modules are detector spaaifits used to control and readout sensors whieh ar
required to:

= |nterface to a downstream front end interface

In simple detectors, e.g. 1D, the front end eletco®and interface may be combined on a singledboar

5.1.2 Front End Interfaces (FEI)
Front end interface modules are required to:

» interface to the FEE using a reliable custom goriftocol

» interface to the machine timing system and, if ssagy, the machine protection system
= distribute power and other slow control servicethhwFEE

» sequence the operation of the FEE using timingesysignals

» Dbe controlled and configured via IP

* interface to the downstream readout PCL usingialiel IP protocol

= produce train specific frame ordered data whicderst to the down stream PCL

In the simplest implementation detectors consisgtroFEE and FEI, an interface to the machine timing
system, an IP output link to the PCL for sendingadand for sending and receiving control (and
monitoring) information.

The common backend solutions of the 2D-pixel detsctliesigned for EUXFEL currently split the
readout and control functionality as describedeot®n 5.5.

A common protocol and software implementation @f ¢bntrol functionality should be aimed for.

5.1.3 PC layer (PCL)
The PC layer will be implemented as a PC farm améquired to:

= receive train data originating from the FEI layer
= perform initial file formatting (see below)

= process received data for monitoring purposes
= perform data rejection and compression (R&C)
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= send data passing R&C, or a summary place holdeefected data, to the data cache

For a single 1Mpixel 2D-pixel detector the numbEPEL hosts required to simply pass data on to the
data cache is ~10. Depending on the data input loamhitoring requirements, and rejection and
compression algorithm requirements, the number afhimes can be increased to provide sufficient
processing time.

5.1.4 Data cache (DC)

The initial design foresaw a data cache as a teanpa@torage location to be used to decouple data
taking and offline tasks and to provide sufficiestbrage when the primary offline archive was
unavailable. In the architecture described herec#tohe becomes an active part of the system a8 it w
be used to further process data before sendirtgetddta archive.

The data cache is required to:

» receive data originating from the PCL

= store the data in the cache for ~2 days

= allow further R&C processing

= send accepted (positive commit) data to the oftirehive

The maximum size of the data cache per beam linelppxl detector is (2MB frames, 512
frames/train, 2 day continuous operation) is 1.8PBe data taking profiles described in Section 4
indicate thak500TB of storage is required for day one operation.

5.1.5 Offline data management

Offline data management is described in Section 8.

5.2 Equipment location and networks

The physical location and network connectivity loé tdifferent layers are described in detail in Bect
0.

5.3 Timing information

A TCA crate format Timing Receiver board is beiresidned by the machine control group. This will
be used by instruments to synchronize to the phaétinery.

To operate at other light sources FEIs must interfa both the local timing system and the coraral
readout interfaces. This appears to be relativieyghtforward for FLASH and Spring8. At LCLS this
is more difficult due to underlying hardware implemation of the control and readout handling.
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5.4 Machine protection system

A TCA crate format machine protection board is bedlesigned by the machine control group. This
will be used by instrument control systems to ifaee with the machine protection systems.

5.5 Showcase 2D pixel detector DAQ implementation

Common implementations have been defined for tmtérgband backend readout sub-systems of the
2D-pixel detectors and this section contains arijesmn of the DAQ architecture implementation for
the AGIPD 2D-pixel detector.

Tao machine protection system
Timing system input ¢
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Figure 12 Proposed AGIPD 2D-pixel detector controand readout architecture

The DAQ architecture for AGIPD is shown in FiguiZ the key elements are:

= a XTCA crate (upper) holding control hardware (tigyi sequencing, machine protection, slow
control, etc.) and Single Board Computer (SBC)

= aXTCA crate (lower) holding FEI hardware and SBC
= 16 FEE 10Gbit/s readout links
= arun control host for run and train configuration
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The sequencing and synchronization control, orkclord control (C&C), system is implemented using
AMC electronics boards located in a XTCA crate. &Cmaster is interfaced through the backplane to
a Timing Receiver (TR) board [1], which providegrsls and clocks required to synchronize the
detector DAQ to the photon bunch delivery time cuee. Fast signals, start train, PLL clock, edce,
distributed via cables to the detector specifimfrend modules (FEE) by fanout boards. Slower
information, train bunch pattern, etc., is disttdmli via LAN using the crate SBC. Control signals
generated by the FEE modules are interfaced t€&@ master using fanin boards. The C&C system
is being designed and implemented by UCL [2].

The backend readout of the detectors is organiztedlié 10Gbit/s SFP+ fibre connections per Mpixel
of sensor, which maps well to the 16 or 32 FEE nmdaultiplicities of the detectors. The readout
links connect to the train builder board, see belhich performs frame and train building. The Trai
Builder performs readout data handling for the EERKRD-pixel detectors (AGIPD, DSSC or LPD).

The baseline requirements of the Train Builderesysare listed below:

= The TB design uses 10GE links over SFP+ fibre tra@iner input and output modules. The link
hardware is fully bi-directional.

* Input data is received from multiple FEE modulesstemodule has one link.

= The input data transfer protocol will be UDP withoetries. The use of other protocols PGP,
Aurora, etc. is not excluded

= A maximum of 2 bytes per pixel and 512 picture feznper train will be handled.
» The detector to TB fibre distance<i80m.

= The TB builds all the detector data from framesa given train into a single frame ordered
block, and sends this block to the PCL for datagssing and analysis.

= The output protocol is TCP or a fully reliable UBguivalent. The TB to PC separation is
<300m (i.e. multi mode fibre)

= Network package loss should be minimal; the dat@@ing chosen should result in the smallest
number of picture frames being affected if a packédst.

= The nominal EuXFEL bunch train repetition rate @1%, special runs with increased rates up
to 30Hz can only be handled at the TB by redudiegnhaximum number of frames input.

= The option of providing on board processing (datiuction and compression algorithms) exists.
= XTCA crate and form factor standards will be usadliie implementation.

The baseline implementation on a standard size ABG#xd is shown in Figure 13. The central feature
of the architecture is an analogue cross-pointckwitvhich is protocol agnostic and operated as a
simple barrel shifter, which is used to build thetettor fragments into contiguous ordered events
before outputting to the PCL.

Given the components and technologies which ardaéie on the prototype detector timescales it has
been decided to target as a baseline a system wiuahld build events from Y¥2Mpixel detectors each
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with 8 I/O channels. The two ¥2Mpixel boards reqdiper Mpixel detector can be connected directly
to double NIC PCs in the PCL. The manufactureradroaps for the relevant technologies are however
encouraging and it may be possible to achieve IxBlPiuilder systems on longer timescales

FEE outputs arrive on 8 x 10 Gbps SFP+ opticalstaivers located on a standard ATCA Rear
Transition Module (RTM), allowing different opticaéceiver components to be used. A first stage of
FPGAs receive incoming data from pairs of inputreteds and may perform initial data ordering (this
could be customised logic provided by each detgcidre data from a number of bunch trains must be
buffered in large external memories before feedmghe switch. The fragments are sent across the
cross-point switch, under the control of one of HRGAS, in a predefined pattern of transfers which
results in fully assembled events being fed to mbmer of processor units also implemented on the
baseline board by a second stage of FPGAs wherdatiaeis buffered before being sent to the outputs
on the front panel.
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Figure 13 Schematic of Train Builder

The processing units are located at the front patéth leaves open the option of locating them on
mezzanine cards which would permit them to be upgpa The actual processing units employed
would depend on the application. FPGAs as a baseln be used for basic re-formatting tasks and 10
GbE outputs to optical links. But more advancedcessing nodes could be envisaged ranging from
conventional multi-core RISC processors and grappiocessors to Field Programmable Computing
Arrays. The outputs of these units, correspondinddta from %2 detector but complete bunch trains,
are sent via 8 x 10 Gbps SFP+ optical transceieettse PC farm for final processing and analysiee T
TB readout system is being designed and implemémeITFC [3].
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The control and readout sub-systems can be extebge@plication, to fit larger detectors. A 4MpxI
detector installation would require four times m@&&C fanouts, TB boards and TB to PCL link
connections than a 1Mpx| detector.

Run control and configuration is performed using thn control PC interaction with the SBCs of the
C&C and TB sub-systems, and the PCL control system.

5.6 Scalability and resource sharing

The architecture described should be sufficienttfa detector devices foreseen, but it should be
assumed that larger detectors will be introduced.Mpixel detector can be produced by replicatibn o
1 Mpixel detectors, and it is foreseen that bothGCé&hd TB can be scaled in the same way.

At the PCL one can scale up the number of PCs meréase the number of NICs (network interface
cards) per PC for increased 2D size. The lattertiasadvantage that the train building, which is no
longer complete at the TB output, can be complafest the TB by ensuring that all partial trainsnr
each TB board are sent to the same PCL node.

The DC can be increased in size, but it shouldsseiraed that improvements in R&C will make this
less important. The ability to share PCL and D@ueses between experiments will also be useful in
reducing the size of the final implementation.

5.7 Effect of modifying the bunch delivery time structure

Switching from multi-bunch 10-30 Hz train delivetity continuous (~20 kHz) single bunch operations
has a number of consequences:

= The interface to the machine timing system shooldrequire modification as the functionality
required for continuous delivery is a subset moltich train delivery.

= Beam line optics systems are not affected as twogitrol and readout timing requirements are
loose, ~few seconds.

= The FEE and FEI layers of experiment instrumenisdobuilt for multi-bunch train operation,
AGIPD, LPD and DSSC, may require modification. Asige aim of the C&C sequencing for
these detectors was to allow operation at LCLS (2D and other continuous delivery light
sources. In this mode of operation the FEE eleasohuffers digitized data in memory and
when sufficient data is accumulated sends it toREé layer which allows the existing train
builder implementation to be kept. This design $thdxe acceptable at the significantly higher
rates, but requires discussion and confirmatioh e detector FEE groups.

= The FEE and FEI layers of photon diagnostic detsoimuld require modifications similar to
those of the experiment detectors.

= In multi-bunch train operation a design featuretled DAQ and DM data handling was the
guaranteed that bunches were ordered within a, tvétirere as train ordering was guaranteed
only at the macroscopic level. The diagnostic amgeement instrument modifications
described above are consistent if an arbitrary @cuts/e sequence of bunches is considered to
be a train.

Any decision to modify the bunch delivery time strre needs to be made as early as possible.
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5.8 Risks
A number of risks are present:

= The development of R&C techniques will be critical determining the final size of the
implementation.

= The development of FEE and FEI (TB for 2D detegttvardware is challenging due to the
5MHz/10Hz bunch delivery structure at EUXFEL.

= As described above, changing the bunch delivenctire will potentially require a redesign of
diagnostic and detector instrument FEE and FEIvaarel.

5.9 Conclusions

It is anticipated that the architecture proposeithh wodifications where necessary, will be the ane
use at EUXFEL.
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6 DAQ software

The goal is to provide control and readout softwalnéh satisfies both users and software developers

The EuXFEL machine control system will be DOOCS p#Hsed. Our starting point is not to use
DOOCS and instead use the time before EUXFEL oper#&d look for different solutions using open
source software where possible. A later return@OTS is not excluded.

6.1 Concepts

The current concept is that a detector or set tdatiers form a unit which must be controlled and
readout as a single entity called a Readout andr@odnit (RCU). Instruments in an experimental
hutch or an intensity monitor are examples of sSR€Us, as are beam line optics systems associated
with a tunnel and photon diagnostics systems.

Clearly RCUs have to exchange information with otREUs and external control software systems
like DOOCS. This will be performed using gatewaysch interface the differing protocols used.

Note that because DOOCS has already interfaceshtr control systems (TINE, TANGO, EPICS
etc.) an appropriate gateway allows us immediatessto these systems. TANGO and EPICS are
often used to control and monitor beam line opgicstems.

6.2 Tools

Developments in the field of Java Standard Edittemierprise Edition, JavaFX scripting language, etc
offers many solutions that map directly into a cohand monitoring system, these include:

= support for database access

= support for transaction handling

= support for security features

= support for messaging systems

= support for building Rich Internet Applications @I

» RIA supported GUI development with CSS look-and-tamtrol
= simplification of deployment procedures

= streamlined web and non-web client application tgraent

» standard deployed application launch mechanisms

These tools will be used in the development of @r@nd monitoring software. Additional tools which
will also be used (see also section 8.9) are:

= GlassFish application server [5]
= NetBeans Integrated Development Environment (I0H) [
= SubVersioNing (SVN) code repository [7]
= Web server for documentation
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Application servers offer a number of DAQ usefudtiees: standardized deployment of web and non-
web applications, client containers supporting gsgcwand transaction management, light weight
application client containers, messaging servidatabase services, etc. Using an IDE to develop cod
offloads tedious and repetitive tasks from the tyer whilst providing standard building blocks for
coding.

All code developed will be checked into a SVN refmyg. Documentation will be provided via the
work package web server. The software managemaelgies described in Section 7.3 and 8.9.2 will
be followed.

The steady stream of new open source software paskia extremely challenging to software design
and must be followed. This will require changeshia tools and software packages used and requires
that APIs be carefully designed.

6.3 Showcase RCU implementation

A schematic showing the software blocks requiretrplement the showcase AGIPD RCU hardware
implementation, see Figure 12, is shown in Figute 1

The Application Client Container (ACC) is an immort feature of the implementation. The ACC
allows clients (RCO, RCM, etc.) to be started ihightweight container (transaction and security
handling is missing) whilst keeping the significaménefits of a full EJB container (annotation
dependency injection, web startability, etc.).

Messaging functionality is provided by a Java Mgss&ervices (JMS) [8] Topic. A JMS topic
implements the publish-and-subscribe model, cligiefine which messages to receive by specifying
an appropriate selector clause in SQL 92 syntax.

Database access is facilitated via the Java PamsistAPI (JPA) which maps table rows in relational
databases to entity objects required during CRUjdiests. Entity classes are automatically generated
from the network database implementation by the.IDE

The implementation foresees a dedicated databasaéh RCU, which guarantees that it can be used
in a standalone test environment. Each RCU DB meduire synchronizing to a central database when
running at EUXFEL.
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Figure 14 Conceptual implementation of AGIPD DAQ aul control software

Before running an RCU required applications (RCMEFetc.) must be deployed to the applications
server and the run configuration be defined in @URspecific database (RDBMS). The RCU can then
be run following step definitions shown in a sinfiplil form below:

= the operator client (RCO) selects the run configganakey from configured runs in the database

= required client applications are started on tatgetts by a script or application initiated by
RCO

= clients participating in message transfer conrethhé message hub
= RCO using RCM navigates clients through the staigsition definitions of the run

It is anticipated that most control code will betn in Java, but C, C++ and scripting languagéks w
also be used. Test have been performed which deératmdMS messaging with C and C++.

Note that no EJB objects are used in the showecagkeimentation. Candidates for their use are in web
services defined to handle run status and mongaimformation stored in the database or buffered
online.
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6.4 Instrument integration policy and software development path

The DAQ and control software developed must bestkstith real hardware in realistic user operating
conditions as early as possible. Additionally theeiface between the DAQ and control work package
(WP76) and other related work packages must belgldefined. Interfaces and software development
paths for the various detector classes are outledalv.

6.4.1 Machine control

Software gateway interfaces are foreseen for lmtlowal exchange of information between machine
and photon control systems.

As proof of principle a test gateway should be t@nt

6.4.2 Beam line optics and vacuum systems

As described previously the beam line optics systare expected to be commercial off the shelf units
(COTS) with defined software interfaces, theseumstgally EPICS. WP76 is responsible for interfacing
this system to the machine timing, photon contnal mmachine control systems.

Who buys the interface hardware (crate, SBC...) isyet defined. In the medium to long term IP
based hardware solutions should be used when biaila

Exchange of control information between photon atettron beam line systems will be performed
using gateway processes.

A provisional design of the vacuum systems (ion psintontrollers, valves, etc.) will not be avaitbl
before mid-2010. When available a costing of thetesy will be possible. Space has been provisionally
allocated in tunnel racks , every 95m, for ion-puktyg controllers. It is assumed that WP76 will
interface the vacuum system software to photonrobaystem and provide an exchange interface with
the electron control system using a gateway.

6.4.3 Photon diagnostics

Photon diagnostic systems are either commercialymts or in-house developments with sufficiently
sophisticated hardware to handle the 5MHz multidburirain structure of EuXFEL. They are
considered to be turnkey systems which:

= gatisfy and support the timing interface requiretsai the timing receiver board provided by
WP28

= are compliant with DAQ and control interface reguients for network configuration,
monitoring and readout, which are currently beiegreed.

A turnkey systems is a complete detector and @eics system, which on arrival is integrated with t
timing and run control software. Integration witiettiming system requires inserting the appropriate
timing receiver board and configuring the controtlaeadout software of the device to comply with
those at EUXFEL.

Exchange of control information between photon dasgic and electron control systems will be
performed using gateway processes.

6.4.4 Experiments

WP76 is responsible for DAQ and control in the ekpent hutches and laser rooms. For the 2D pixel
detectors, being developed for use at EUXFEL, WiB&pecifically responsible for backend readout
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systems, control and timing interfaces, and coramal monitoring software. This model of integration
should be applied to additional detector elemdrt®\GH cameras, 1D detectors,etc.) required.

Exchange of control information between photon cetesystems and electron control systems will be
performed using gateway processes.
6.4.5 Undulators

WP76 is required to interface to the Global Undadatontrol system software. The definition of this
interface has not yet been determined.

6.5 Risks
The following risks exist:
= The software developed fails to meet the requirdsehusers.
= Implementation of user specific monitoring and ge@l software is time consuming.

6.6 Conclusions

The development outlined above aims at producingrasironment using standard tools. This should
have significant benefits in reducing the developtiene required.
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7 Data Management overview

The primary goal of the data management (DM) sysseto provide a standard set of services (storage,
access, analysis...) which allow DAQ and scientiiens to perform operations that they require. The
DM system must properly deal with various typesdata and metadata, define appropriate data
formats, provide services for datasets location effitient transfer, and ensure appropriate data
protection policies. In this chapter the scope apeécific requirements for the DM system are
discussed.

7.1 Types of data
This section describes properties of the diffedaia set types generated.

7.1.1 Raw data

Raw data files contain the set of measured quastdnd images associated with the detectors being
readout. For each EUXFEL pulse and detector usdtéogxperiment a uniquely identified data record
must be created (e.g. a train number and bunch autab).

The following assumptions are made about the conteraw data files:

= Data records (frames and other information) frommghme train will be stored in the same file.
= Data records with the same train number are siaredder of increasing record number.

= Data from consecutive trains from a run may nosteeed in the same file. This is due to the
finite size of files and DAQ architecture restrieis like writing many concurrent streams of
data.

= Arunis a period of data taking with the same heare and software configuration.
= Trains are stored in order of increasing train nemb the file.

= Trains and individual data records may be rejectduch means that there may be missing
train, or data record numbers. Missing data mustabeounted to allow a complete
reconstruction of data taking.

= Raw files are immutable; once files are createg taanot be modified.
» Files can be discarded if the data are tagged tassable.

= As with data records and trains, the lifecycle ofila from creation to deletion must be
accounted (logged).

7.1.2 EuXFEL machine data files
The current understanding of photon and electramb@formation handling is:

= DAQ and DM are responsible for storing all photaaim line information derived from: the
experiments, the photon diagnostic systems, thelhiea control systems, etc.
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= The DOOCS group is responsible for electron beamacfime) information derived from the
beam monitoring system, etc.

A number of problems are associated with this ustdading:

= Who store information from the undulator systemscWhis the interface between bunches and
pulses.

* |t may be that non of the machine information isndérest to the experiments in which case the
photon experiments do not need to store the infoomaHow can this be configured in view of
the large number of data types generated by DOOCS?

The following statements can (probably) be made:

= Interfaces between DOOCS and DAQ and DM are netxlerchange information between the
two software systems. This would allow both systémnse independent of each other.

7.1.3 Calibration data files

The flexibility of the EuUXFEL beam distribution ggsn and detector Front End Electronics (FEE) will
allow calibration pulse triggers to be insertedilgimormal data taking runs. A simple example is
taking a pedestal pulse readout type when an emyise is configured and delivered. Experience
shows that in-run calibration is usually the beslywo monitor detector performance over long time
periods.

Dedicate data taking runs for calibration purpaaesalso foreseen and will produce raw data filgls w
the characteristics described in the previous @eciihese runs are standalone, without beam, where
the clock and control system of the FEE providesrdguired bunch frequency and pulse patterns to be
used. At least the following calibration run typeay exist.

= Charge injection runs, where a fixed or variablarge (per pixel or pulse) is injected into the
pixel readout channel electronics before the pngeliare used to monitor and tune readout
linearity and signal pileup effects.

= Pedestal runs, where no signal input is provided,used to calculate pixel channel readout
noise levels.

= Test pattern runs, where a fixed or variable testepns (per pixel or pulse) are injected after
the ADC, are used to find dropped bits and othearerat the RAM or downstream of it.

= Geometry runs, where x-ray or laser light is dieddnto the detector, are used to determine the
position of the detectors sensors.
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7.1.4 Derived data

Results derived from in-run or standalone calilratiuns will also require storing as derived ddesf

This highlights an important feature of data hamgllat EuXFEL, all information whether raw,
calibration, derived or other must be stored iesfimanaged by a common catalogue system. Note that
the contents of some files (e.g. the latest derfiled) may be transferred to database to easesadge
DAQ processes.

7.1.5 Environmental data

Snapshots of conditions prevailing during an expent run must also be filed. This might contain
slow changing information (sensor temperatures) atithout an unambiguous train-pulse-number tag
or information associated to the train data readoutexample delivered bunch pattern.

7.1.6 Reduced data

If online data rejection is not performed the rdducof data can be performed later using batchenod
processing. The reduced data samples can be stodechaintained in the EUXFEL archive or exported
to the user home institute for final analysis. Huotual scenario for particular dataset may depend o
the complexity of the data reduction algorithm ahd amount of resources needed to store these
intermediate datasets.

7.1.7 Output from user analysis

Users will need to have a possibility of archivitng final results from their analysis in the EuUXFEL
archive and store any provenance information iredtegta catalogues.

7.2 Types of metadata

A primary datasets which consists of all types afaddescribed in the previous section need to be
associated with additional information required gmvide a full description of the data. This
information called metadata is used in all stagearalysis. It describes performed experiments,
contains details of the experiment setup, provid&smation about the collected data, deals with th
logical organization of files, defines datasets antlections, stores the history of datasets, dessr
data quality, or even contain an arbitrary set sérudefined attributes or annotations. The differen
types of metadata expected are described below.

7.2.1 Definition of experiment

Each experiment performed in the facility is asated with an accepted proposal for the scientific
study. The relation between particular experimtrg,subject of the scientific study and applicafion
the beam time must be preserved.

7.2.2 Experiment run setup

Experiments consist usually of a series of measengsn(runs) with predefined conditions. The
configuration for every run must be stored. At #red of each run summary information must be
created and stored. It may for example contaiméheon for run termination, free format descriptidn
the experiment and short statistics summarizingttteal conditions during the run.
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7.2.3 File related metadata

Data collected by the DAQ system is stored in fdes archived in the mass storage system. Each file
must be registered in the metadata catalogue watlsét of attributes like file location, ownersthsjze,
creation timestamp, and access control list. Ire ceveral replicas of a file exists all storage WRL
must also be kept.

7.2.4 Datasets and collections

Files can be organized in logical datasets ancecitins, see Figure 15. A dataset is defined as the
group of files with the same origin. Each file nt@glong only to one dataset. In contrast to a dgtase
collection is defined as a union of files, datasetsther collections. This definition allows onke fto

be part of many collections. However, the collettay not contain the same file more than once.
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(EeT | Collection_A
[ File 2 |
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| |4./
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Figure 15 Datasets and collections

Datasets and collections are useful when transfgffiies using optimized bulk transfer techniques o
may ease the definition of input files for analygbs. In addition datasets can be used to trage th
history of files. Collections are more complex taintain and standard tools must be provided taallo
users simple way of defining collections. Usersudthdoe able to exclude some files from one dataset
or build a new collection based on previously dafilones using file related metadata attributes.

One should note that the dataset may be treated a#tribute of each file, while collections must b
defined as a separate entity.

For each dataset it must be possible to idensfypiitgin. For example, a dataset collected direfctgn
experiment can be uniquely identified by the dgfeet experiment station and experiment run number.
For a derived dataset the origin is another datasebllection together with full description ofeth
software used for its transformation.

The origin of data is defined for each datasetlgctibns do not have this attribute as they maytaian
several datasets and thus its origin is not defuredquely.
7.2.5 File content description

Other types of metadata are related to the indalidata records or objects within a file. Somehaise
metadata parameters should be stored in files hegetith the data itself (encoding, variable type,
precision, compression method, definition of daeords,..), but other types may require external

40



catalogue (indices, tags, data quality,...). Therlgtpes of metadata may be used at the analygje sta
to optimize searches of events of particular irgere

7.3 Software

Software source code, compiled libraries and prograan also be treated as a specific data type and
have to be managed through their lifetime. The @weode is frequently modified and thus a flexible
versioning scheme is mandatory. Software packageally depend on other software libraries, often
forming complex dependency trees. Therefore théwvsoé packages must be designed in a way a
minimal inter dependency exists between packagesass dependency is forbidden. For example, if
package A depends on B, B depends on C, then pac¢kagust not depend either on A nor B.

As in most programming languages (i.e. C, C++)limary format depends on the compiler suit and
the platform architecture where it was built theltrpiatform support for libraries and programs is
mandatory.

All software needed by DAQ and DM system must bepprly managed using a set of standard
services and tools.

7.4 Data and metadata format requirements

7.4.1 Files format

Data stored in files has to be properly formattedehsure easy and long term access to data. A
common data model for all types of data should toiged. An appropriate model must be selected
based on the following requirements:

= The format must be self describing — this meandg thaen without an external format
description the data can be read and understood.

= Data must be encoded in a platform independent way

= Schema evolution — data format and its softwaréchnge over a time. It must be possible to
read old data with a newer version of software el/ére data format is modified.

= The time needed to format and write data to filasstrbe sufficient to sustain design data
acquisition rate. The size overhead must be si8alpport for data compression would be an
advantage.

» Reading performance — both sequential and randeesado data in files has to be evaluated.

= Support level for the backend technology has toebeewed - how big is the user community,
what is the user experience, which computing ptatf are supported, how well is it
documented and maintained

» |f needed by analysis the data must be readalde afong time period - this requires a backend
technology to be supported for the same time period

= Tools for data content management must be evaluatexbe are the data browsers for looking
at the content of a file, visualization tools, sogpd analysis frameworks, etc.
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7.4.2 Metadata format

The requirements for metadata formats are not ik those for data. Metadata information must
be easily searchable and in many cases modificatiaurst be allowed for both attribute definition and
its content. For example, the data quality attebubay be modified according to the current
understanding of data. Therefore, the primary farofianetadata must be flexible, extensible andnallo
for fast query processing. Metadata cataloguesuatally implemented using relational databases.
However, the snapshots of metadata cataloguesdsheutasily exportable to other formats like XML
or PDF.

The standard set of metadata attributes must beedefSupport for extended, user defined attributes
should also be provided.

7.5 Authentication, authorization and accounting scheme

Authentication is the process of verifying a claimade by a subject that it should be treated asgcti
on behalf of a given principal, for example persmomputer or service.

Authorization is the process of verifying that #gngthenticated principal has rights to perform dater
operation. A service may accept or deny procesgggest coming from authenticated user. Access
control list may be used to define authorization.

Accounting is the system of recording, verifyingydareporting the resource usage. It relies on
authentication process to associate resource tisagetain principal.

A generic user and service authentication, authtida and accounting scheme is mandatory.

Users must be able to securely authenticate wealices with globally supported methods. Idediky t
same method should be used independently of usatidn, for example when accessing services from
local area network while performing an experimenfrom user home institute when analyzing data
remotely. This means that supported authenticaah®eme must uniquely identify users and services
distributed globally.

The authorization system must allow for a flexibzess control list definition for individual usensd
user groups. Such a scheme must be equally swreg@rbprietary data and ensure possibility of
accessing data from remote sites.

The accounting system must be able to report atibn of various resources and services by usefs an
user groups. These may be allocated storage spaee uilized CPU cycles, or an amount of
transferred data in a given time period. Basedhah information, authorization system may impose
limits and relative priorities between users maylbéned.

7.6 Data storage system

Data collected from experiments must be kept oasa dccessible data storage system as long as it is
required by analysis or until the data is expottediser home institute. The actual time period when
this will be assured depends on the overall datamve, technological limitations and the budget
constrains.

A simple model where the data export is perform&dgiexternal USB disks mounted to a PC or using
simple ftp service through the wide area networkh® users’ home institutes will no longer be valid
for the experiments which collect data with vergthrates compatible with the EuXFEL pulse pattern.
In many cases it will require that the large datmpgle is pre-processed and reduced close to the dat
storage system.
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The storage system must be capable of acceptindati@efrom the experiments and serve it to clients
with minimal latency and adequate bandwidth. A pmkty of storing and accessing temporary data
files must also be provided to users.

According to the current status of technology thast data storage systems can be based on magnetic
disk systems. By 2014 Storage Class Memory (SChhrtelogy may be an attractive alternative.

7.7 Data archive

Data archive is defined as a secure, long term mtgy data storage system. The main role of the
archive is to store backup copies of data files @swlithem for recovery in case the original codgss

or corrupted. The second role of the archive isettuce the storage cost for large datasets whih ar
rarely accessed but must be kept for a long tinmés €an be achieved only if the cost of technology
used for implementation of the data archive is lothan for the primary storage system.

All datasets and metadata generated at EUXFEL dhbelkept in a secure archive, which has a
favourable unit cost and proved long archival siigbiAt the moment tape based technology is the
primary candidate for the secure archive but thay khange in the future as technologies improve.

Assuming that the archive is based on the tapearted scenarios of data archiving may be foreseen.
The first one relies on the backup service perfarperiodically for each data server. This type atad
archiving is suitable for datasets where a smathlmer of files is regularly updated. In that case
incremental backup can be easily performed. Largemes of scientific data have to be treated
differently as the simple backup scenario doesghat enough flexibility for file management and the
performance is not sufficient. Instead, all gerettafiles must be directly stored in the archive and
registered in a file catalogue. The catalogue plewiglobal namespace for all files and it is always
used when accessing files. The actual disk stoddgje (Uniform Resource Locator) of requested file
does not have to be known to the user as the gaialisself maintain the information of all disk cep

of the file. This kind of archive architecture alsmvides the possibility of implementing coherdata
access protection scheme.

7.8 Data export

An initial concept of data access assumes two kimfdscenarios depending on the data volume
collected by the experiment.

Experimentalists who collect small amounts of daith be capable of transferring the data to their
home institute and analyze it there. For that cti#sssers a service must be provided to handle data
export from EuXFEL archive in a coordinated manoger the wide area network and by using
portable disks. All data and metadata requiredralyasis must be exportable. This service may aéso b
useful for other experimentalists who deal with miarger data samples but want to use small part of
recorded data for testing their analysis software.

Experimentalists who collect large data volumes may be able to export raw data to external
computing site via wide area network, but rathewytill analyze collected data close to the archiive
required the results of analysis must be exportasileg the same services as with the previous case.

7.9 Computing clusters

Computing clusters close to the data storage systeem to be essential for EUXFEL given the

expected data volumes. It is expected that sigmfipart of data analysis will be performed on.site

The primary goal of this analysis should be to @nsd the data volume and make it exportable. In
cases where data reduction is not possible the ledengnalysis would need to be performed on site.
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The computing infrastructure must be available fernt levels of the DM systems. The CPUs will
be used for data formatting and compression, backgt discrimination, rejection of images without
signal, data quality monitoring, and offline dagauction or full analysis.

Computing clusters should be capable of running ynastances of the same program (jobs) in
parallel, in batch mode. A simple approach usegtrparallelism techniques where each job processe
a different data sample. More advanced techniquesotien needed where certain information is
exchanged between jobs. This technique requirgzosufor Message Passing Interface (MPI) [9].

The CPU requirements are not well known as mosthef algorithms do not exist yet or their
developments have just been started. The CPU mgairts must be evaluated repeatedly over the next
years as the definition of experiments improvesjeustanding of their efficiencies and background
conditions is improved and analysis techniquesdakeloped. The experience gathered by performing
analysis of data collected at LCLS should signifiba help when estimating the required CPU
resources.

7.10 Data Management Policies

The policy for data management system has to baetkand agreed between EuXFEL and its users.
The following issues must be addressed:

= What are the general responsibilities of EUXFEL amgerimentalists in terms of long term
data storage?

= How long will raw data and associated metadataitred in the archive? An initial assumption
is 12 months.

= Who and under which conditions can remove data?

= How long the data derived from user analysis castbed in the archive?

=  What are the limits for storing derived data froseuanalysis?

= How to define priorities for massive data trangfetween different users?

= Rules for space reservation on disks and allocatidghe computing power.

= Security rules for connecting users’ devices (nobdéis, etc) to EUXFEL networks.

= Conditions for running users’ programs on EuXFELmeoting resources (legal issues,
licensing)

Before users are granted access to any computistpmage resources at EUXFEL, they must accept
the policy and security rules. These rules mudbbmally defined and made available to users. Every
user must sign them upon formal registration.

7.11 Conclusions

Data management system is expected to deal witdaé#l and metadata produced by photon beam
system and experiment instruments. A common damallimg model for all experiments should be
provided. Secure and long term data storage, effiaata location services, fast file transfers daich
export services must be implemented. Taking intmant the expected data rates and limitationsef th
data export bandwidth an appropriate amount of aaimg power for data reduction or full analysis on
site has to be provided. Local and remote accedattband services must be protected using common
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authentication and authorization scheme. DM sesvil®uld be equally suited for experimentalists
who deal with large or small data volumes.
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8 Data Management Architecture
In this section the proposed architecture and implgation of the DM system are described.

8.1 Architecture

The proposed architecture of data management systehrown on Figure 16. This figure extends the
schematic view of DAQ system shown in Figure 11shHbws additional details relevant for DM
processing including the flow of data beyond theheve layer.
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Figure 16 Data Management System Architecture
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The following DM components can be identified:

= PC layer

= DAQ data cache

= Data archive — currently assumed to be a tapagtor

= dCache write pools — disk based cache in fronapé tarchive
= dCache read pools — disk based storage system

= Metadata catalogue service

= Cluster file system — used as a temporary storagesier data
= PC cluster — computing farm available for users

= User interface — working group servers for intaxecanalysis, software development, batch job
management, web interface — multiple instancesuXiHEL and at remote locations

= AFS - shared file system for home directories

Data coming from detectors, VEEIs (ie: Train Builder) will be monitored, formatted and possibly
rejected and compressed on B@ layer. The number of PCs in this layer can be scaledrdot to
CPU requirements. At least one PC per data chaiftel output link) is foreseen. If the CPU
requirements are more demanding each channel caarbed by a larger number of PCs. In this case
an additionalaccumulator PCs is inserted with the task of accumulating diatan the other channel
PCs, formatting the data and storing it in filesAQ data cache. At this point train ordering can be
done and the size of the files can be optimizedreefvriting into the data cache. Once data filegine
the data cache, experiment operators may perforne madvanced data quality monitoring (DQM) if
appropriate algorithms exist. If data is found ® df bad quality the files should be discarded. If
collected data passes the DQM checks files aresfeeed to thedata archive and registered in the
metadata catalogue. Data cache PCs will be used for DQM and as a client for data aricty.

Data from successful experiment runs are transfao¢he EuXFEL Computer Centre (CC) using high
speed optical links. In front of the tape archivdisk based cache storage system is reqyd€eche
write pools) to optimize archiving procedures and at the same pass the data stream to the fast
storage systen(dCache read pools) where users’ can access data for further offlimalyssis.
Separation between write and read pools ensuréghib@e is a minimal interference between online
and offline access and secures the data archivingepses from unpredictable user access patterns.
Files will remain on the offline disk storage untiley are pre-processddomputing cluster) and
exported out of EuUXFEL CC. Reduced data can berggaising reliable Grid services. Once this is
done data can be removed from disk storage systeile the tape copy may be kept longer until the
full analysis is performed and results are publishEhe time when the data are completely removed
from EuXFEL mass storage system (including tapekinalc will depend on the overall data size,
available resources and the EuUXFEL DM policy.

All files stored in the archive will be globally maged using metadata services compatible with Grid
middleware. The Grid based authentication schemepecavide the same authentication methods for
users independent of the working place. Compathteorization schemes will ensure that proprietary
data will not be publicly accessible until the owié the data decides to share it with other st

Services will be provided to users for easy searcred lookup to the archive content. Computing
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clusters may be part of the local Grid infrastroetor can be built as a specialized PC farm with
support for advanced parallel processing using N#edndardJser Interface computer nodes will be
available for interactive work and a lightweightlwleased interfaces will be provided for convenience

The assumptions described above can be summasZetavs:

= A tape archive will be used for long term data ager

= Data from unsuccessful experiment runs should eatbred

= Raw data stored in the archive will remain immugabl

= A disk storage system (dCache) will be used a$rtimt end to the tape archive
= Data archive and disk cache system will be patthefGrid infrastructure

= Computing clusters will be used for offline dataklysis

= Grid services will be provided for transferring @autside EUXFEL CC

= Data will be protected using Grid authenticatiod anthorization methods

» Metadata services will be used to describe theerurdf the archive

= User interfaces for data access will be provided

The architecture proposed above provides a soldtiothe EuXFEL data management. Uncertainty
exists with respect to the available technologres their costs in 2014 when the first data are etgae
The architecture has been designed to take intouatchat certain components may be implemented
using newer technology if available. In particulhe implementation of the data archive is currently
assumed to be based on tape media which curremlyre the best level of security for long term data
storage and are cost effective compare to diskdoagwage. The functional requirement of the data
archive is to guarantee an acceptable degree af skturity and non tape implementations may
become economically (investment and operationatjacive before EuXFEL start up. The
technological outlook is described below.

8.2 Technology trends
This section reviews the hardware technologies lwban be used in the DM.

8.2.1 Tape archive technology

Figure 17 shows the trends for tape storage cgpand transfer rates for the next few years usig a
an example LTO technology [10]. Based on theseladai trends further estimations are made until
2015 covering the first period of EuUXFEL operation.
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I.l. '-T-E;DBI@M Six-Generation Roadmap

Ganeration 1 Generation 2 Generation 3 Generabon 4 Gaeneration 5 Goneration 6
Compressed Capacity 200 GB_ | 400 GB_ |800GB _____[(16TB ___ |327TB __ |64TB
Compressed Transfer Rate  up to 40 MB/s | up to B0 MBU/s up to 160 MB/s | up to 240 MB/s | up to 360 MB/s | up to 540 MB/s

Source: The LTO Program

Q4/07 ~2009 ~2012

Figure 17 LTO tape capacity and access speeds roadm

The figure shows compressed capacity and comprdssesfer rate. As the native tape compression
factor is not known (i.e. due to already compresiseages) it is safe to assume that the real tape
capacity and maximum transfer rates should be édvidy two. This means that in 2012 one should
expect 3.2TB tape size and 270MB/s transfer ratelpee. The maximum number of drives per robot
is estimated to 64 and number of tapes per rob@0@®0. This gives the total capacity of 32PB and
nominal transfer rate ~17GB/s per tape robot. Ormilshexpect further increase in tape sizes and
transfer rates by 2015. The tape capacity shoultheteveen 5-6.4 TB and the transfer rate around
400MB/s per drive. It is worth to note that thesgdo maximum transfer rate per drive can be aekiev
only if the data are written to or read from tageentially with minimal overhead for drive head
positioning.

A fully equipped tape robot could handle the ovetata volume up to 50-64PB with supported overall
transfer rate up to 25GB/s. These numbers are tapoif the system has to be up scaled to fulfill
increased requirements from experiments.

8.2.2 Fast storage system technology

Magnetic disk technology is currently used to impdmt fast access to the large data volumes. The
growth in the disk capacity (density) is estimatediouble every 2.5 years which leads to about 4TB

per disk capacity in 2014/2015. In contrast to tit input/output rate and the access latency is no

expected to follow the density growth resultingnmuch slower data rate per volume unit. This may

lead to problems where large data volumes storesagnetic disks cannot be easily accessed with the
required bandwidth. Especially the random data ssgatterns used by analysis programs may be
problematic and special optimizations may be regluaccording to the concrete data access pattern.

As an alternative to the magnetic disk technology&je Class Memory (SCM) developments should
be followed over the next years. It is assumed @M will eventually overtake magnetic disk
technology mainly due to a much improved latency data rates per capacity unit. The main reason
for this improvement is that SCM does not rely ooving mechanical components as opposite to the
magnetic disks. It is however very difficult to dret the time when this technology is available and
corresponding cost per storage unit is affordadbdarge scale data storage system.

8.2.3 CPU developments

The CPU clock frequency is not likely to be sigrintly increased over the next years. This is ngainl
due to the thermal issues. Instead, the increasmnmputational power will be assured by packing
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multiple CPU cores on a single chip. Assuming tbatioued increase in number of cores per chip,
there should be 32 cores per chip (socket) availeb2014. As the number of cores per CPU increases
and clock frequency stays on the same level thentgqaes using multi-threading or MPI based code
are getting more important. A single thread prognaith not be able to benefit from the increased
computing power unless the full computation task loa easily divided to many independent sub-tasks,
each of them analyzing different part of data s@amphother issue which must be carefully watched is
related to the memory access, which may get sldwiee number of cores increases.

8.3 Data archive implementation
Potential implementation of data archive is desxibelow.

8.3.1 Data storage systems

Currently it is assumed that the tape technolodlbaiinitially used for the secure data archive #me
disk based storage system will be used for fasagesystem implementation.

The DM architecture is however designed in a way tinderlying technology can be replaced without
affecting the general DM concept. Possible confijans of fast data storage system and data archive
are: disk-tape, disk-disk, SCM-tape, or SCM-disk.

8.3.2 Disk cache for data archiving

The dCache [11] system is planned to be used mstdnd to the tape archive. One of the role$isf t
component is to optimize data archiving processeided writing of files will optimize usage of tape
drives. A configurable amount of data will be coted on magnetic disk based system or SCM and
then flushed to tape when enough data is availabf#l a single tape. The multi pool architectwt
dCache system allows input data streams to betdddo different servers which makes the system
highly scalable. It is assumed that files will beitien at the same time to the tape archive and
transferred to offline disk storage (dCache readlg)ofor further access by users. In this scenario
archived files will be used only if data on disk® ao longer present, for example when data are
needed to be reanalyzed after long time perioch @ase a disk copy got corrupted. All archivedsfile
will be registered in data catalogues allowing eaay to view available samples and searches through
the archive. The dCache system must be locateé ttothe archive. File transfer between DAQ data
cache and dCache write pools needs to be perfousiad parallel data streams to achieve required
transfer rate.

8.3.3 File format implementation

It is currently assumed that the EuXFEL file forsatill be based on the Hierarchical Data Format 5
(HDF5) data model [12].

HDF5 provides general methods for formatting aratiisgy scientific data in files. It is capable of
storing complex data objects and associated metaidaplatform independent format. The data
representation is self-describing in the sense tthatformat defines all the information necessary t
read and reconstruct the original objects of thetrabt data model. Software library support is
provided on a broad range of computational platboridigh level APIs are available for C, C++,
Fortran 90, Java and IDL languages. HDF5 addresseses like access time and storage space
optimizations (compression). 10 library provideserfiace to MPI. A collection of generic tools exsist
for managing, manipulating, viewing, and analyzitaga in HDF5 format. HDF5 based data format is
also planed to be used at LCLS.
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The actual data record format for all instrumentssinbe designed and implemented in a close
cooperation with detector developers and user camtgnuPerformance of the software has to be
evaluated keeping in mind high data rates.

8.4 Metadata catalogue services

A Chimera [13] catalogue which is part of the dGadoftware distribution suit will be used as a
central namespace provider for the primary EuXFElhiae. Chimera presents all registered files in a
view of regular file system and exports it via NH&4] protocol. The only difference compare to the
standard file system is that the file transfer nhestlone using dCache compatible API. All othesfil
attributes like ownership, size, creation timestaaqgress control list are compatible with the NFS4
API.

The data management services in the Grid envirohmeguire the presents of additional catalogues.
Every file on the Grid is identified by its Grid Wue Identifier (GUID). The GUID is automatically
generated when a file is registered in the Gridreégfe Element (for example in dCache). A user
friendly identifier called Logical File Name (LFNyill be assigned to each GUID. The mapping
between GUID and LFN is implemented in the LFC Kilatalog. This catalogue is also capable of
handling multiple replicas of the same file acrGs&l sites.

An additional catalogue must be used to manage tthes of metadata described in section 7.2.

As described above there are at least three catdogeeded for proper data management. The
Chimera namespace provider and LFC Grid File Cgtedanay be used as out of the box services. The
metadata catalogue, which deals with dataset®atmhs, EuXFEL predefined attributes, experimental
setup, software repositories, data provenance aaddefined schemas has to be implemented. As far
as possible the standard software components reussdd for that. AMGA [15] metadata catalogue is
one of possible choices as the base for developaofenich metadata schemes. Other option is to base
a development on Java EE software tools.

The following requirements are defined for metadaitzlogues:

= Metadata catalogues must be based on databaseltsgphn

= Database services must have very good performandenaust be scalable to hundreds of
millions of records

» The database structure must allow efficient metagattitioning
= Online and offline service must be integrated
= Definitions of policies for metadata manipulatiae aequired:
% how to insert metadata during data taking
+ which metadata attributes can be modified and warehmmutable
% procedures for data quality metadata handling
+ datasets and collections
= Wide area access to metadata catalogues (webe®rmaist be provided
= Support for a single global authentication and ax#ation mechanisms compatible with other
services used at EUXFEL
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= APIs for metadata access for the used languageshaysovided (C++, C, Java)
= Compatible formats for database and XML, XML snajshconversion tools are needed
= The secure backup of metadata catalogues musbbizled

8.5 Authentication and authorization

It is proposed that the storage and computing syste EuXFEL will be integrated with the Grid
infrastructure. Authentication and authorizatiohesves in the Grid environment are well established
and standard methods are provided. In this comtaxder is identified by a personal X.509 certificat
Authorization scheme for access to computing aratage resources is based on the Virtual
Organization Membership Service (VOMS). The userstrhe registered in the appropriate Virtual
Organization (VO). Members of a VO can be organinechierarchical tree of groups with no
limitation on its depth. For the purpose of EuXF&Ebhew VO — xfel.eu — has been defined and will be
maintained at DESY. A combination of NFSv4 acces#rol list scheme and VOMS could be used to
protect access to proprietary datasets. This schemotl give a possibility to define fine grain asse
control list. It will be supported by the Grid shge element implementation based on dCache software

The same authentication method based on personiicage can be used for non-grid services. Iis thi
case however users must also have a record inoite Lser registry. To allow fine grained
authorizations, the grid certificates must be awatibrally translated into kerberos5 [16] ticket thgh a
gateway mechanism. Access to any resource insidd-Eu network infrastructure can be fully
controlled. In addition the remote access to the aad derived experimental data will be possible at
any time as long as the owner of the data holdalid ¢ertificate and regardless if the person iit st
registered as an active user on site.

The gateway mechanism may be based on the globimmgementation of a gsi-enabled openssh [17].
Such a gateway has recently been installed in DBGMe National Analysis Facility (NAF) of the
HGF-Terascale project [18], and has been used byusagroups from the HEP community to perform
parallel batch analysis outside the standard Goithputing scheme, but fully utilizing the standard
Grid middleware. Other possible approach is basead Shibboleth system which can handle
transparently short living certificates.

The translation of grid-credentials allows definohfa access authorization on a personal, groapyor
arbitrary level, such that data remain fully proéecfrom un-authorized access.

A detailed case study must be performed to guagaheg this authorization scheme can be used by all
services provided to the EuXFEL user community:eascto web resources, archived data, metadata
and software repositories.

It is expected that by 2014 the certificate basdtentication will be more popular and the procedur
will be very well established. Since this technglag currently not yet well known in the photon
science user community practical procedures williéscribed and made available to the users.

8.6 Data access methods

8.6.1 Offline disk storage system

Appropriate numbers of disk based storage serverseguired for the purpose of data analysis. The
amount of required disk storage space dependseotintte the average analysis is performed and the
overall data rate. The disk storage will be mandgethe dCache system. Data can be retrieved using
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the gsidcap protocol which is compatible with pregd authentication and authorization scheme. Also
support for NFSv4.1 interface is expected on & tatale of 2 years, which should further simplifg t
access to archived data. Wide area network trawsieibe performed using Grid based File Transfer
Service (FTS) between Grid sites, if required. Ysgill be provided with lightweight tools (ie data
portal), where the transfer of small datasets campdrformed between EuXFEL data storage system
and personal computer at any location in the wopdo the network limits.

8.6.2 Cluster file system

A cluster file system connected to the computingnfaia an InfiniBand [19] switch may be used when
the short latency for data access is required.picy use case for this scenario is running pdriiel
based analysis jobs. The cluster file system mag bé used as a temporary space for analysis jobs
output.

8.7 Computing clusters

One of the possible implementations of a computthgster can be based directly on the Grid
middleware where the computing resources are shaetdieen various Virtual Organizations
according to the predefined policy. This providgsoasibility to better utilize computing resourdss
borrowing CPU cycles from other VOs when needed ginithg them back when there is more CPUs
than required.

Another possibility is to build a dedicated cludiar EUXFEL users. This may be attractive in cdse t
MPI support is required (exchange of messages leetyads). In that scenario the network connection
between computing nodes requires short latency.ic@iypmplementation is based on InfiniBand
network. Batch job management software supportif®) ¥hd Grid authentication scheme is required.
The idea is to use experience of DESY IT divisiomick has built and maintains similar cluster for
NAF users.

At the moment it is not possible to define whichplementation will be better suited for EuUXFEL
analysis patterns as the majority of algorithmsraseyet known. An improvement in understanding
the computing requirements is needed.

8.8 User Interface

Each user who gets access to any computing resoarsge must be registered in the user database.
Functional accounts may still be useful but eaalsgewith access to it must be registered and gosse
a private account. It is assumed that the softwaxeloped at DESY for handling user accounts veill b
installed and used by EuXFEL.

Each registered user can be provided with a smadluait of disk space for home directory which can
be shared between all computers on site and praaddsistent setup for user preferences independent
of the computer used. It is currently assumed tiiat space will be implemented using Andrew File
System (AFS) [20] in linux type environment. Windohwome directories may be also needed.

A set of computers will be provided for interactiogin. They will act as a user interface for tregad
management services. Basic computing servicephkéing, wireless access, possibility of connegtin
private notebooks to the network should exist.

The management of xfel.eu VO will be supported BSY — in particular it includes the management
of users’ certificates and interactions with Gmdiokrmation System.
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An easy to use, preferably web based interface ballprovided to users who want to analyze data
remotely. Web based access to metadata cataloguesace for file transfer services and software
repository is mandatory.

8.9 DM software

As described in previous sections, DM consists e¥esal subsystems. Each of them requires
appropriate software to implement and maintairdésigned functionality. As much as possible this
software should be based on standard, third-partddieware components (databases, data format,
standard authentication, etc). They need to befudbreselected and evaluated to ensure that their
functionality, performance and maintainability cduheet EUXFEL DM requirements.

On top of these middleware software components HiXBpecific services and tools must be
designed and implemented. As an example one casidasrthe software handling data format. Using
HDF5 software which provides tools for data formeslization a specific data record format for each
type of detector needs to be implemented. Furthexpttifferent data records (from different detes}or
need to be consolidated and mapped to the phySleaktructure. This requires development of
features like netwo